Government Directed Action (GDA) Form

Primary POC/Phone/Email _

Alternate POC/Phone/Email _

Requestor POC/Phone/Email -

Description Add TikTok to blacklist of unapproved and blocked iOS Apps from Apple App store
Classification NIPR GDA Type 1 - General Service Incidents
Issuing Authority _ Reporting Frequency Within 24 hours

Severity Level Sev 3 SLR 103 No

Reference(s) Click here to enter text. DSTB Expiration Click here to enter a date.
Required Start Date December 16, 2019 Required End Date December 16, 2019
Collaboration Type In Person Collaboration Complete Yes

Collaboration POC/Phone/Email | (SOME ONE FROM -)

INSTRUCTIONS

TASKS: Enter detailed step-by-step instructions, ie fully qualified domain names for all referenced systems etc:

Perspecta is to add TikTok to list of blacklisted apps on [jjjilij iOS devices.
Devices with this app are to be blocked from accessing [jjjili] services
TikTok can be used to expose PII to unwanted actors.

Provide i Primary and |jjij Secondary POC updated status of GDA via email in accordance
with SEV3 reporting criteria.

5. Notify [jjlf POC when successfully completed.

NP

*If the tasks specified above cannot be completed within the required completion date, update the ticket
prior to said date and provide a Plan of Actions and Milestones (POA&M) outlining the proposed steps to
meet this directive.

**The contractor is to assess and report any operational impact to the requestor prior to executing the
GDA.

***The contractor is to ensure compliance to the GDA regardless of the entities performing the tasks.
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